INVITATION-Calling Notice

Cyber Protector 2014-A

It is well known, that there are not many exercises available for National CIRC/CERT/SCIRT Teams to be trained on Blue/Red Team concepts. Cyber Security solutions and sophistication of contemporary cyber attacks change constantly and rapidly. Cyber Defence Strategies and Tactics must therefore be adjusted accordingly.  

Timely preparation and adequate Cyber Security Training and Exercises give a tremendous advantage to cyber security teams. To constantly exercise cyber defence tools and capabilities is a strategic decision.
The requirement for a high quality Red Team, which will reflect the current techniques on cyber attacks during a cyber defence exercise, is acknowledged for all the Cyber Defence community as the best opportunity for Blue Teams to practise their skills and techniques in securing their networks and assets.

Hellenic National Defence General Staff / Cyber Defence Directorate organizes the “Cyber Protector 2014-A” (CP14-A) in collaboration with cyber security experts from the FOCAL POINT sprl (BEL).

Cyber Protector 2014-A will be a live technical Blue/Red Team Cyber Defence Exercise (CDX) where participants will represent fictional CSIRT teams. Blue Teams will have to defend a pre-built network consisting of approximately 15 virtual machines against the sophisticated, high-level Red Team's attacks. The infrastructure is initially unknown to them and contains vulnerabilities. 

CP14-A will be an excellent and unique opportunity for the Blue Teams to:
· Assesses the security controls, tools, process and procedures deployed for Cyber Defence on networks. 
· Train the staff.
· Identify security gaps.
· Develop Lessons Identified database which is priceless in order to learn where you are weak.
· Evolve and make progress year by year.
· Get acquainted with New Technologies and New Cyber Security Solutions.

· Get trained and learn from the Best Ones on best practices, on different strategies and tactics. 
Cyber Protector 2014-A is absolutely FREE for national BLUE TEAMS and they will participate from their own premises without any cost. 

CP14-A purports to be one of the major highlights in cyber security training via exercises and to contribute decisively, along with the other cyber security venues, to the development of an effective International cyber defence posture.
Should you wish to participate into this unique high tech cyber defence event, please provide the following data for your team to Cyber Defence Directorate by 14 Feb 2014 as follows: 

· Country 

· Organization Name

· Estimated number of people on team (limit is 10) 

· Points of contact (name, email, phone number) only for the:

· Blue Team Leader 

· Blue Team Deputy Leader 
Dates of the exercise: 
Tuesday 18th – Wednesday 19th of March 2014 from 09-00 – 14:00

Hot Wash Up on Thursday 20th of March 2014 from 09:00 – 12:00
Sincerely
Commander S. Papageorgiou H.N. / H.N.D.G.S Cyber Defence Directorate

Director
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